NudopmanuoHHasg naMATKA 1 00y4ar0IUXCs

IIpunoxenue N 2
C KaXJIbIM TOJIOM MOJIOZICKH B UHTEPHETE CTAHOBUTCS OOJIBINIE, a MKOJbHUKHA OJHHU W3 CaMBbIX
aKTHUBHBIX moJyib30Barenel Pynera. Mexay TeM, DOMHMO OrpOMHOIO  KOJMYECTBA
BO3MOJKHOCTEH, MHTEpHET HECET M MPOOJIeMbl. JTa MaMsATKa JIOJDKHA MTOMOYb Tebe 6e30macHo
HaXOJUThCS B CETH.

KomnbrorepHbie BUPYCHI

KoMnploTepHBI BUPYC - 3TO PAa3HOBUAHOCTb KOMIIBIOTEPHBIX MPOrPaMM, OTIWYUTEIbHOU
0COOCHHOCTBIO KOTOPOH SIBJISETCS CHOCOOHOCTh K PAa3MHOXKEHHIO. B JomonHeHue K 3Tomy,
BUPYChl MOTYT TMOBPEIUTh WM TMOJHOCTbIO YHUYTOXUTH Bce Galiabl U JaHHbBIE,
HNOJKOHTPOJIBHBIE IOJIb30BATENI0, OT HMMEHH KOTOporo Obula 3amylieHa 3apakeHHas
nporpamma, a Takke MOBPEAUTh WM JaKe YHUYTOXUTh ONEPALMOHHYIO CHUCTEMY CO BCEMU
daiinamu B 1eiaoM. B OonbIIMHCTBE CllydaeB paclpOCTPaHSIIOTCS BUPYCHI Yepe3 HHTEPHET.
Mertoabl 3alIUTHI OT BPEAOHOCHBIX ITPOrpaMM:

1. Ucnionb3yii COBpEMEHHBIE ONIEPALIMOHHBIE CUCTEMBI, UMEIOIINE CEPhE3HBIA YPOBEHD 3AIMUTHI
OT BPEOHOCHBIX MPOrPaAMM;

2. TlocrosHHO ycTaHaBnuBaiW madTH (MUGPPOBBIE 3aIUIATKH, KOTOPHIE aBTOMATUYECKU
YCTAHABJIMBAIOTCA C 1B JOpaOOTKH MpOrpaMMbl) W JApyrue OOHOBJIICHUS CBOEH
onepanuoHHoi cuctembl. CkaunBail UX TOJNBKO ¢ OodUIMaIbHOTO caiita paspaborunka OC.
Ecnu cymiecTByer pekuM aBTOMAaTUYECKOTO OOHOBIICHUS, BKITIOUH €T0;

3. PaGoTaii Ha cBOeM KOMITBIOTEPE MO/ IIPaBaMH MOJIH30BATENs, & HE aIMUHHUCTpATOpa. DTO HE
MO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOIPaMM WHCTAITUPOBATHCS HA TBOEM IEPCOHAIBEHOM
KOMIIBIOTEPE;

4. Hcnonp3yi aHTHBUPYCHBIE MPOrpaMMHBIE MNPOAYKTHl HM3BECTHBIX MPOU3BOJIUTENEH, C
aBTOMATHYECKUM OOHOBJIEHHEM 0a3;

5. Orpannub GU3UIECKHUI JOCTYI K KOMIBIOTEPY ISl TOCTOPOHHMX JIUII,

6. Mcnonp3yil BHEmIHHWE HOCHUTENM WH(OpPMALWHU, Takue Kak (ruemka, Tuck win Qaiin u3
MHTEpHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOUYHHUKOB;

7. He oTkpbIBail KOMITbIOTEpHBIE (alJIbI, MOJYYCHHBIE U3 HEHAIC)KHBIX UCTOYHUKOB. Jaxke Te
¢aitnbl, KOTOpbIe MPUCIAT TBOW 3HAKOMBIH. Jlydille yTouHM y HEro, OTIPABJISIL I OH TeOe uX.

Cern WI-FI

Wi-Fi - 970 He B mepenadyul JaHHBIX, HE TEXHOJIOTHs, a BCEro JHIIb OpeHs, mapka. Eme B
1991 romy Huaepianackas kommaHus 3apeructpupoBana Openn "WECA", uro ob6o3Havano
cnoBocoyetanue "Wireless Fidelity", koTopslil mepeBoauTcst Kak "GecrnpoBoHasi TOYHOCTH".
Jlo Hamero BpeMeHH Joljia apyras abopeBuaTtypa, KOTopasi sSBISETCS TaKOH jK€ TEXHOJIOTHEH.
Oto abOpesuarypa "Wi-Fi". Takoe Ha3zBaHue ObUIO JTaHO C HAMEKOM Ha CTaHIApT BBICHIEH
3BykoBo# TexHuku Hi-Fi, uto B mepeBose o3Havaer "BhICOKast TOUHOCTD'.

Ja, OecniaTHBIH HWHTEPHET-IOCTYN B Kade, OTeNsAX W a’poropTrax SBISETCS OTIHYHOU
BO3MOKHOCTBIO BBIXO/Ia B MHTepHET. Ho MHOrme sKkcmepThl CUMTAIOT, YTO OOIIEIOCTYIHbIE
Wi-Fi cetu He SBIAIOTCS 6€30TaCHBIMH.

CoBeTbl o 6€30macHOCTH pabOTHI B 00IIETOCTYTHBIX ceTsax Wi-fi:



1. He mepenaraii cBoro nuuHyto wHbopManuio yepe3 odmenocrynusie Wi-Fi cetu. Pabotas B
HUX, ’eJIaTeJIbHO He BBOJUTH MApOJIM JOCTYIA, JOTMHBI U KaKUe-TO HOMEepa;

2. Ucnone3yit m OOHOBISH aHTHUBUPYCHBIE NpOrpaMMbl U Opanamayep. Tem cambIM ThI
obOe3omacuib cedsl OT 3aKaYKH BUpyca Ha TBOE YCTPOMCTBO;

3. Ilpu ucnonp3oBannu Wi-Fi otkmoun ¢ynkmnuro "O6muit noctyn K Qaitnam u npuarepam".
Jannast GyHKIUS 3aKphITA 10 YMOJTYAHUIO, OJTHAKO HEKOTOPbIE MOJB30BaTEIN aKTUBUPYIOT €¢e
JUUIs1 yI0OCTBA UCIIOJIB30BaHUsl B paboTe mwim yueoe;

4. He ucnons3yit nyonmnunsiii WI-FI 115 nepenaun TUYHBIX JaHHBIX, HAlpUMeEp JUIS BBIXO1A B
COLIMAJIbHBIE CETH WJIU B 3JIEKTPOHHYIO IIOUTY;

5. Ucnonp3y#t Toabko 3amnuiieHHoe coenuuenue yepe3 HTTPS, a ue HTTP, 1.e. mpu nHabope
BeO-anpeca BBoaU UMeHHO "https://";

6. B moOunsaOM Tenedone otkmoun ¢yakmnuio "lloakmouenne k Wi-Fi aBromarnuecku". He
JIOTTyCKail aBTOMAaTUYECKOT0 MOAKIIOUEHUs ycTpoiicTBa K ceTssiM Wi-Fi 6e3 TBoero coruacusi.

CounajibHbI€e ceTH

ConuanpHble CETH aKTUBHO BXOMST B HAlly XW3Hb, MHOTHE JIOIU PabOTAlOT U KUBYT TaMm
nocTosiHHO, a B Facebook yxe 3apeructpupoBaH MuuMapi 4eloBEK, YTO SIBISIETCS OIHOU
ceapbMOil Bcex jkuTened IiaHeTsl. MHOTHE MOJb30BAaTENM HE MOHMMAIOT, YTO HMH(OpManus,
pa3MeIIeHHas UMU B COITMATBHBIX CETAX, MOKET OBITh HAW/IEHA U UCIIOJIb30BaHA KEM YTOJHO, B
TOM 4YHCJIe He 00s13aTebHO ¢ OJaruMu HaMEPEHUSIMHU.

OCHOBHBIE COBETHI 110 6€30MACHOCTH B COIIUATBHBIX CETAX:

1. Orpanuyb crnucok Apy3eil. Y Tebst B IpYy3bsiX HE JOJKHO OBITH CIyYallHBIX M HE3HAKOMBIX
IO NICH;

2. 3amumai CBOI YacTHYIO kU3Hb. He yka3biBaii mapoiu, TenedoHbl, agpeca, JaTy TBOETO
POXJEHUS U APYTYI0 JUYHYIO MHGOpMAIHio. 3MT0YyMBIIUIEHHUKH MOTYT HCIOJIb30BaTh Jake
uH(OpPMAIUIO O TOM, KaK Thl U TBOU POJUTEINH IUIAHUPYETE MPOBECTH KAHUKYIIBL;

3. 3ammiaii cBOI PEmyTaIyio - IepKH €€ B YHCTOTe U 3a/JaBail cebe BOMPOC: XOTeN OBl THI,
yTOOBI Apyrye MOoJb30BaTEIN BUJIEIH, YTO Thl 3arpyxaemb? Ilomymaill, mpexiae 4em 4To-TO
OMyOIMKOBATh, HAMIMCATh U 3aTPy3UTh;

4. Ecii TBl TOBOPHIIH C JIOJbMHU, KOTOPBIX HE 3HACIIb, HE MCIOIB3YH CBOE peajbHOE UMS U
JIPYTYIO JIMYHYIO HH(OpPMAIUU: UMS, MECTO )KUTEIbCTBA, MECTO yueObl U MPOUEE;

5. U36eraii pasmemenust ¢ortorpaduit B MHTEpHETE, T/I€ Thl M300paKeH HAa MECTHOCTH, IO
KOTOPOH MO>KHO OTPENIETUTh TBOE MECTOIOJI0KEHHUE;

6. Ilpu peructpanuu B CONMAIBHON CETH HEOOXOIMMO HCIIOJIB30BaTh CIOXKHBIC MapOJIH,
cocrosimue u3 OykB ¥ (P U C KOTUIECTBOM 3HAKOB HE MeHee §;

7. Jnga coumMasbHOW CETH, TOYTHI M JPYTHX CAHTOB HEOOXOJMMO HCIOJH30BaTh pPa3HbBIC
naponu. Torga ecnu Te0s B3JIOMAIOT, TO 3J0YMBIIIJICHHUKH TIOJYYaT JTOCTYI TOJIBKO K OJHOMY
MECTY, a HE BO BCE Cpa3y.

DJIeKTPOHHbBIE IeHbI' U

DJIEKTPOHHBIE JEHBIM - 3TO OYCHb YAOOHBIH CMOCcO0 TIUIaTeXei, OJHAKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPbIE XOTAT MOJIYYUTh 3TU JIEHBIU.

3H€KTpOHHBIe JCHbI'M IIOABHUIIMCH COBCEM HEAABHO WM HWMCEHHO MH3-3a 3TOI'O BO MHOI'UX
rocyaapcTBax /10 CHUX IOp He MPOMUCAHO MPO HUX B 3aKOHaX.

B Poccun e oHM (pYHKIMOHHPYIOT U O HUX YK€ MPOMHCAHO B 3aKOHE, T/Ie UX Pa3AeisAoT Ha
HECKOJIBKO BUJOB - aHOHUMHbBIC U HE aHOHUMHBIC. PaBHI/ILIa B TOM, 4YTO aHOHHMMHBIC - 3TO TC, B



KOTOpPBIX pa3peniaeTcss MNPOBOAUTH omnepanuu 0e3 HAeHTU(PHUKAIWU TO0JIb30BaTeNsl, a B
HEAaHOHUMHBIX WJEeHTU(UKAIUS TOJIB30BATENS ABJISETCS 00513aTEIbHOI.

Taxxe cnegyeT pas3iuyaTh DSJIEKTPOHHBIE (UAaTHBIE JEHBI'M (paBHBl T'OCYAApCTBEHHBIM
BAJIFOTaM) Y DJIEKTPOHHBIC He(UATHBIC ICHBI'U (HE paBHBI TOCYIAPCTBEHHBIM BaJIOTaM).
OCHOBHBIE COBETHI 110 6€301aCHOM paboTe C IJIEKTPOHHBIMU JI€HBT AMU:

1. IpuBsxu K cyery MOOWIBbHBINA TenedhoH. DTO caMmblii yZOOHBIH W OBICTPHINH CHOCOO
BOCCTaHOBUTH JOCTyn K cuery. [IpuBsizaHHbI TeneoH momokeT, eciu 3al0yjaelib CBOU
IIJIATEKHBIN [TapOJIb WM 3aiIeIb Ha CAUT C HE3HAKOMOTO YCTPOMCTBA;

2. Ucnonb3yit ogHopasoBsie maponu. [locne mepexona Ha YyCHICHHYIO aBTOPHU3AIUIO Te0e yKe
He OyJIeT yrpokaTh ONAaCHOCTh Kpa)k MJIM MepexBaTa MIaTeKHOTO MapoJis;

3. Beibepu cioxsbiii mapons. [Ipectynmaukam Oyner He MPOCTO yrajgaTh CIIOXKHBIM Mapoib.
HanexxHble mapoiu - 3TO mapoju, KOTOpble CollepKaT He MeHee 8 3HaKOB U BKIIIOYAIOT B ce0s
CTPOYHBIC M TNPOMUCHBIE OYKBBI, HU(PBI U HECKOJIBKO CHMBOJIOB, TaKHE KaK 3HAK J0JUIapa,
¢dyHTa, BOCKIMIIATEIbHBIN 3HAK U T.11. Hampumep, $tROng!;;

4. He BBO/IM CBOM JIMYHBIE JJAHHBIE HA caliTaX, KOTOPHIM HE 10BEPSCIIIb.

JJIEeKTPOHHAS MOYTA

DJIEKTpOHHAsA IOYTa - 3TO TEXHOJIOTHUS M NPEAOCTAaBISEMBIE €H0 YCIYTM MO MNEPECBUIKE U
MOJIYYEHHUIO DJIEKTPOHHBIX COOOIIEHUH, KOTOPBIE PACIPEAEISIOTCS B KOMIBIOTEPHON CETH.
OO6bI9HO BJIEKTPOHHBIN MOYTOBBIM  SIIUK  BBITJISIUT CIEIYIOINM obpazom:
UMs_TIOJb30BaTeNsA(@uMs_jaoMeHa. Takke Kpome Iepeadyd IpOCTOr0 TEeKCTa, HMEeTcs
BO3MOXKHOCTb IepeaBaTh (hausbl.

OCcHOBHBIE COBETHI IO 0€30MacHON paboTe C AIEKTPOHHON MOYTOM:

1. Hano BbIOpaTh NpaBWIIBHBINA IOYTOBBIM cepBHC. B HMHTEpHETE €CThb OTPOMHBIN BBIOOP
OecrIaTHBIX TOYTOBBIX CEPBHUCOB, OJIHAKO JIy4llle TIOBEPSATH TEM, KOTO 3HACIIb U KTO MEPBbIil B
pEUTHHTE;

2. He ykas3piBaii B JMYHON mouTe JMYHYI0 HH(popmanuio. Hampumep, nydiie BbIOpaTh
"My3bIKanbHBINA (haHaT@" waum "pok2013" Bmecto "Temal3";

3. Mcnonp3yil ABYXATAlHYI0 aBTOPU3ALMI0. JTO KOTJa IOMUMO MapoJisl HY)KHO BBOJUTH KOJ,
npuchlIaeMblil mo SMS;

4. BriOepu COKHBIN Mapodib. [T KakK10r0 OYTOBOTO SIIMKA JOKEH OBITh CBON HaIC)KHBIMH,
YCTOMYUBBIN K B3JIOMY I1apOJIb;

5. Ecnu ecTh BO3MOXHOCTh HAmUCaTh CaMOMY CBOM JIMYHBIM BOINPOC, HCIOJB3YH 3Ty
BO3MOYHOCTB;

6. Mcnonp3yii HECKOJIBKO NOYTOBBIX SIIMKOB. [1epBbIil U1s1 YaCTHOW MEPENNUCKH € aJlpecaTaMy,
KOTOPBIM Thl JOBEpsSCIIb. JTO 3JIEKTPOHHBINA a/IpeCc HE HAJ0 HCIOJIb30BaTh IPHU PErHCTpalUU
Ha popyMax M cairax;

7. He oTkpsiBaii ¢ailsibl U Jpyrue BIOKEHHUS B MUCHbMax, Ja)K€ €CJIM OHU NMPHUILIH OT TBOUX
npy3ei. Jlydine yrouHu y HUX, OTIIPABIISUTH JIM OHH TeOe 3T (halbl;

8. Ilocne okoH4YaHMsI pabOTHI HAa MMOYTOBOM CEPBHUCE Mepe]] 3aKPhITHEM BKIIAJKU C CaliTOM He
3a0yp HaXkaTh Ha "BeiidTH".

Ku0epOyiIMHI WM BUPTYaJIbHOE U3/1€BaTeJbCTBO

KubepOymmuHr - mpecienoBaHue COOOMIEHUSIMHU, COACPKAIIMMHU OCKOPOJICHHS, arpeccuto,
3allYTUBAHUC; XYJIUTAHCTBO, COLIUAIIBHOC 6OI>'IKOTI/IpOBaHI/Ie C IOMOIIBIO PA3JIMYHBIX UHTCPHCT-
CEPBUCOB.



OcHOBHBIE COBETHI IO 60pKOE ¢ KHOEPOYTMHTOM:

1. He Gpocaiicsa B 60ii. JIyummii cmoco0: mocoBeToBaThCsa Kak ce0s BECTH M, €CIIM HET TOTO, K
KOMY MOXHO OOpaTUThCA, TO BHayale YCIOKOUThCSA. Eciau Thl HayHemb OTBEYaTh
OCKOpOJICHUSIMH Ha OCKOPOJICHUS, TO TOJIBKO eIle OOJIbIIe Pa30XiKellb KOHMINKT;

2. YopaBinsii cBoeil kubeppenyTaimei;

3. AHOHUMHOCTH B ceTH MHUMasi. CyIIeCTBYIOT CIIOCOObI BBISCHUTh, KTO CTOUT 33 aHOHUMHBIM
AKKAayHTOM;

4. He cTouT BeCTH XyJIUTaHCKHI 00pa3 BUPTyadbHOW XU3HU. VIHTepHET (PUKCHpPYET BCE TBOU
JNEUCTBUS U COXPAHACT UX. Y TalIUTh UX OyAeT KpalHe 3aTPYAHUTEIHHO;

5. Cobnrofaii CBOXO BUPTYaIBHYIO YE€CTh CMOJIOJY;

6. UrHopupyit enuHuyHbli HeratuB. OIHOpPa30Bble OCKOPOUTENbHBIE COOOLIECHHS JIydIle
urHopupoaTh. OOBIYHO arpeccus MpeKpallaeTcs Ha HadyalbHOU CTaIuu;

7. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMH COOOIIEHUSMH, B COITUAIBHBIX CETAX
€CTh BO3MOXKHOCTb OJIOKHPOBKH OTIPABKU COOOIIEHUH C ONPEIEICHHBIX apEecoB;

8. Eciu TBI cBUAeTENs KNOEpOYyIIIMHTA. TBOM NEHCTBUS: BBICTYIIUTH MPOTUB MPECIeI0BaTENS,
[0Ka3aTb €My, YTO €r0o JEWCTBHUS OLIEHHMBAIOTCS HETATUBHO, MOJAEP’KATh >KEPTBY, KOTOPOMH
HY)XKHa MCUXO0JIOTMYEcKasi OMOIIb, COOOIIUTH B3POCIBIM O (haKTe arpeCCUBHOIO MOBEICHUS B
CEeTH.

MoOuabHbIH TeJ1e(OH

CoBpemeHHbIE cMapT(HOHBI U TUIAHIIETHI COAEPKAT B ceOe BIOIHE B3POCHbIN (YHKIMOHAT, U
TElepb OHM MOTYT KOHKYpHUPOBaThb CO CTAllMOHApHBIMM KoMmmbloTepamMu. OJHAKO, CPElCTB
3alIUTHI JIJIS TOJIOOHBIX YCTPOUCTB MOKa 04eHb Masio. TecTupoBaHUE U MOUCK YA3BUMOCTEH B
HUX MPOMCXOJUT HE TaK MHTEHCHBHO, Kak g IIK, To ke camoe kacaercs M MOOMIBHBIX
MIPUIIOKEHUH.

CoBpeMeHHbIe MOOUIIBHBIE Opay3epbl Y€ NpPaKTUYeCKH JAOTHAIM HACTOJbHBIE aHAaJOTH,
OJIHAKO pacimupeHue (yHKIMOHaNa BieYeT 3a c000i OOJBIIYI0 CII0KHOCTh M MEHBIIYIO
3aIUIIEHHOCTb.

Jlaneko He BCe MPOU3BOJUTENM BBIIYCKAIOT OOHOBJICHHUS, 3aKPBIBAIOIIUME KPUTHUYECKHE
YSI3BUMOCTH JIJIs1 CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI IS 6€30MaCHOCTH MOOUIIBHOTO TenedoHa:

Hudero He sBusieTcs mo-HacrosuieMmy OecriaTHBIM. Byab ocTOpokeH, Beap Korjaa Ttebde
npeasaraloT OeCIUIaTHBI KOHTEHT, B HEM MOT'YT OBITh CKPBIThI KAKHE-TO TUIaTHBIE YCIYTH;
Hymaii, pexae yeM otnpaButh SMS, ¢oto uiu Buaeo. Tl TOYHO 3HACIIb, TJ€ OHU OYIYT B
KOHEYHOM HUTOTE?

Heo6xonumMo 0OHOBIIATE OMIEPAITMOHHYIO CHCTEMY TBOET0 cMapT(hOHa;

Hcnons3yit aHTUBUPYCHBIC TPOTPAMMBI /11 MOOHMIIBHBIX Telle(hDOHOB;

He 3arpyxail npuiio)keHMs OT HEM3BECTHOI'O HCTOYHHMKA, BEIb OHHU MOIYT COJAEpP)KaThb
BPEJOHOCHOE MIPOrpaMMHOE 00eCcTieueHHE;

[Tocne Toro kKak THI BBIAEHIL C caiiTa, TJ€ BBOAMII JUYHYIO HH(OPMAIIUIO, 3211 B HACTPOUKH
Opaysepa u yaanu cookies;

[Tepnonnuecku npoBepsii, Kakue IIaTHbIE YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

JaBaii cBoii HOMep MOOWJIBHOrO TenedoHa TOJIBKO JIIOJSM, KOTOPBIX THI 3HACHIb U KOMY
JOBEPSIEIIb;

Bluetooth momkeH OBITh BBIKIIOYEH, KOTJa Thl UM HE ToOJib3yemibes. He 3abbiBaili MHOTIA
IIPOBEPATH 3TO.



Online urpsl

CoBpeMeHHbIE  OHJAWH-UTPBl - 3TO  KpacOuyHble, 3aXBaTbIBAIOIIME  Pa3BIICUEHUS,
00BeAMHSIOINE COTHHU ThHICSY YEJIOBEK 10 BceMy MuUpy. Urpoku uccieayroT AaHHbBI UM MUD,
o0IIar0TCs APYT € APYTOM, BBHIIOJTHSIOT 3a/1aHuUsl, CPAXKAIOTCSA C MOHCTPAMHU U TOIYYalOT OTIBIT.
3a ylOBOJILCTBHE OHHM IUIATAT: MOKYIMAIOT IHMCK, OIUIAYMBAIOT A0OHEMEHT WJIM NMPUOOPETAIOT
KAKHe-TO OILHUU.

Bce st cpencTBa uayT Ha MmojaJepiKaHUE M Pa3BUTHE UIPHI, a TaKKe Ha caMmy 0€30MacHOCTD:
COBEpUIEHCTBYIOTCSI CHCTEMBl aBTOPU3AL[MH, BBIITYCKAIOTCS HOBbIE MAaTuM (IM(PPOBBIE 3aIUIaTKU
JUIsl IPOTPAMM), 3aKPBIBAOTCS YA3BUMOCTHU CEPBEPOB.

B 1momo0HBIX UTpax CTOMT OMAcaThCsl HE CTOJIBKO CBOMX COIEPHUKOB, CKOJIBKO KPakh TBOETO
naposisi, Ha KOTOPOM OCHOBaHA CUCTEMa aBTOPHU3AIUK OOJIBIINHCTBA UTD.

OCHOBHBIE COBETHI 110 6€30MaCHOCTH TBOETO UTPOBOT0 aKKayHTa!

1. Ecnu npyroii urpok Beznet cels MI0X0 WM CO3/1aeT Te0e HeMPUATHOCTH, 3a0JIOKUPYH €ro B
CIIUCKE UTPOKOB;

2. Iloxanyiics aIMMHUCTpAaTOpaM WIpbl Ha IUIOXO€ MOBEAECHHE 3TOTO MIPOKA, JKEIATEIBHO
IIPWIOKUTH KAKHE-TO JOKA3aTeNIbCTBA B BUJE CKPUHOB;

3. He yka3wiBait muunyr0 nHGOpMAIHIO B TIpodaiiiie Uurphl,

4. YBaxail Ipyrux y4acTHUKOB IO UTDE;

5. He ycranaBnuBaii Heo(HIMaaIbHbIE TATYA U MOJIBI;

6. Vcrionb3yil CIOXKHBIE U pa3HbIE IAPOJIN;

7. J1asxxe BO BpeMsl UI'Pbl HE CTOUT OTKJIIOYATh aHTUBUPYC. [IoKka ThI Urpaenis, TBOM KOMIIBIOTED
MOTYT 3apa3HTh.

@OUIIMHT WM KPajKa JUYHBIX JaHHBIX

OOBIuHOI KpaXkel JIeHer U JOKYMEHTOB CETrOJHS YK€ HUKOrOo He YAHMBHUIIb, HO C pPa3BUTHEM
WHTEPHET-TEXHOJIOTHI 3JIOYMBIIINICHHUKN TEePEMECTHUINCh B HMHTEPHET, U MPOJOKAIOT
3aHUMAaThCA "ITIOOMMBIM" IEIOM.

Tak mosBWIIaCh HOBas yrpo3a: WHTEPHET-MOIIEHHUYECTBA WU (UIIUHT, TIaBHAs Ielb
KOTOPOTO COCTOUT B IMOJTYyYEHUU KOHQPUIACHIMAIHHBIX JAaHHBIX IMOJH30BATEICH - JOTUHOB U
naposieii. Ha anrnumiickom si3eike phishing uyntaercs kak ¢ummnr (ot fishing - peiOHas o,
password - mapossp).

OcHOBHBIE COBETHI IO 60pKOE ¢ PUImHMHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciiu Tl m0/103peBaeliib, 4TO TBOSI aHKeTa Oblila B3JIOMaHa, TO
HE00X0AMMO 3a0JIOKUPOBATh €€ M COOOIIUTh aMUHUCTpPATOpaM pecypca 00 3TOM KaK MOXKHO
cKopee;

2. Wcnonp3yii Oe3omacHbie BeO-CalThl, B TOM YHCJE, WHTEPHET-MArasuHOB U TOMCKOBBIX
CUCTEM;

3. Wcrmonw3ydl CIIOXKHBIE W pa3Hble Mapoju. TakuMm oOpa3om, eciau TeOs B3JIOMAlOT, TO
3JIOYMBIIUICHHUKH MOTYYaT JOCTYM TOJIBKO K OJJHOMY TBOEMY MPO(UITIO B CETH, a HE KO BCEM;
4. Ecnu TeOs B3MOMalHM, TO HEOOXOIMMO NPENyNpeluTh BCEX CBOUX 3HAKOMBIX, KOTOpHIE
no0aByieHbl y TeOs B JPY3bAX, O TOM, YTO TeOS B3JIOMalu U, BO3MOXHO, OT TBOEr0 MMEHU
OyJIeT pacchuIaThCs CllaM U CCHUIKM Ha (DPUIITMHTOBEIE CATHI;

5. YcranoBu HanexHbli mapois (PIN) Ha MoOunbHBIN TenedoH;

6. OTKIIIOYM COXpaHEHHE Mapoiist B Opaysepe;



7. He oTkpeiBaii (ailsibl U Apyrue BIOKEHUS B MUCHbMaX, Ja)Xe €CIM OHU MPHIILIA OT TBOUX
npy3ei. Jlydine yrouHu y HUX, OTIIPABJISUTH JIM OHH TeOe 3TH (anbl.

udposas penyrauus

Hudposass pemyramusi - 3TO HEraTUBHAs WJIM TO3UTHBHAas WH(pOpManus B cCeTH O Tebe.
Kommpomerupyromas nHpopMmalius, pasmMenieHHas B MHTEPHETe, MOXKET Cephe3HbIM 00pa3oM
OTPa3UThCsl HA TBOEH peanbHOM ku3HU. "llundpoBas penyranus" - 3TO TBOM UMUK, KOTOPHIH
dopmupyetcs u3 uHpopMaIum o Tedbe B UHTEPHETE.

TBoe MecTO XKHTENbCTBA, Y4eObl, TBOC (DMHAHCOBOE MOJIOKEHHE, OCOOCHHOCTH XapakTepa U
pacckasbl 0 OJIM3KUX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue moAPOCTKH JIETKOMBICJICHHO OTHOCATCS K MYOJMKAalMHM JIMYHOW HMH(OpPMalLUU B
HuTepHeTe, HEe MOHKUMAsi BOBMOXHBIX MOCIeACTBUN. Thl Jaxke HE CMOXKEIIb JOTaJaThCs O TOM,
yto (oTorpadus, pasMmenieHHas S5 NeT Ha3aj, cTaja NPUYMHOW OTKaza NPUHATH TeOS Ha
pabory.

KommenTtapuun, pasmenienue TtBoux (ororpaduid U apyrue JOEWCTBUS MOTYT HE HMCYE3HYTh
Jlake TOCJe TOro, KaK Thl MX yJaldHIlb. Thl HE 3Haellb, KTO COXpaHWJI 3Ty HH(OpMaIHuio,
normania JIi OHa B MOMCKOBBIE CHCTEMbl M COXpaHWIACh JM OHA, a IJIaBHOE: YTO MOJIyMaioT O
TeOe OKpYyXKalolHe JIIOAN, KOTOphble HAWAYT M YBUIAT 3TO0. HallTh mHpOpMAIMio MHOTO JIET
CIYCTSI CMOXeET JIF000H - KaK U3 J0OPHIX MOOYXKACHUN, TaK U ¢ HAMEPEHUEM MPUUYUHUTH BpEJ.
DTO MOXET OBITh KTO YTOJIHO.

OCHOBHBIE COBETHI 10 3aIIUTE HU(PPOBOM PEIyTaALNU:

1. Hoxymaii, mpexnae 4yemM dTO-TO NyONIMKOBaTh M TepedaBaTb y ceOs B Oiore uim B
COIIMATbHOM CETH;

2. B Hacrpoiikax mpo¢uis yCTaHOBHM OTpaHHYEHHUs HA MPOCMOTP TBOEro HPOQMIs U €ro
COJEPKUMOTO, ClIesIall ero TOJAbKO "mist aApy3en”;

3. He pa3memaii u He ykaswpiBaii mHGOpPMAIIUIO, KOTOPasi MOXKET KOro-TH00 OCKOPOJATH WU
00MXKaTh.

ABTOpPCKOE NPaBo

CoBpeMeHHbIE MIKOJBbHUKU - AKTHBHBIE MOJB30BaTeNM HU(PPOBOro mpocTtpaHcTBa. OmHAKO
JTAJIeKO HE BCE 3HAIOT, YTO MOJb30BAHME MHOTMMH BO3MOKHOCTSMHU IUGPOBOTro Mupa Tpedyer
coOJII0ICHNS TTPaB Ha UHTEJUIEKTYaJbHYIO0 COOCTBEHHOCTb.

TepmMun "WHTEUIEKTyaJdbHasT COOCTBEHHOCTh" OTHOCHUTCS K Pa3IUYHBIM  TBOPCHHSIM
YEeJIOBEUECKOr0 yMa, HayuHasg C HOBBIX H300peTeHHl H 3HAKOB, 0003HAYAIOMIMX
COOCTBEHHOCTh Ha TPOAYKTBI M YCIyrd, M 3aKaHyuBas KHuUramu, ¢Gotorpadusmu,
KMHO(DHUIbMaMH U MY3bIKQJIbHBIMU MTPOU3BEICHUSMH.

ABTOpCKHeE MpaBa - 3TO MpaBa Ha HHTEJUIEKTYAIbHYIO0 COOCTBEHHOCTh Ha IPOU3BEICHUS HAYKH,
JUTEPATYpbl U UCKycCcTBa. ABTOPCKHE MpaBa BBICTYNAIOT B KAayeCTBE TIapaHTUM TOIO, YTO
MHTEJUIEKTYaJbHbBIN/TBOPUECKUI TPy aBTOpa He OyJeT HalpacHbIM, J1acT €My CIpaBeaJIiBbIe
BO3MOXKHOCTH 3apa00TaTh Ha pPe3yiIbTaTax CBOETO TPY/a, MOJYyYUTh H3BECTHOCTh U MIPU3HAHHE.
Hukro 0e3 paspemieHus aBTopa HE MOXET BOCHPOU3BOAMTH €r0  IPOU3BENCHUE,
pacnpocTpaHsiTh, NyOJWYHO JOEMOHCTPUPOBATH, MpPOJABaTh, HMIIOPTHPOBATh, MYCKaTh B
IPOKaT, MyOJIMYHO UCIIONIHATH, TOKA3bIBATh/HUCIIONHATH B 3(upe Ui pasmeniats B IHTepHETE.
Hcnonb3oBanne "mupaTckoro" MPOTpaMMHOTO OOECIIEUYEeHHsT MOXKET MPUBECTH K MHOTHUM
pUCKaM: OT MOTEepU JAaHHBIX K TBOMM aKKayHTaM 10 OJOKMPOBKH TBOETO YCTPOWCTBA, TJe



yCTaHOBJICHA HeJlerajbHas mporpamma. He cTour Takke 3a0bIBaTh, UYTO CYLIECTBYIOT
JerajibHble U OecIIaTHbIE MPOrPaMMbl, KOTOPbIE MOKHO HalTH B CETH.

O nopraJe

CereBU4OK.p( - TBOH IIaBHBIN COBETUUK B CETH. 3/1€Ch Thl MOKEIIb Y3HATh O 0€30IaCHOCTH B
CeTH TOHATHBIM U JOCTYNHBIM S3bIKOM, a INpPH BO3HHUKHOBEHMHM KPUTHYECKOW CHUTYyallUU
00paTUTHCS 3a COBETOM. A Tak)Ke MPUHSATH y4acTHE B KOHKYPCAaX M CTaTh CaMbIM IH(POBBIM
rpakJaHuHOM !
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